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hacspec
a new specification language for crypto 
primitives



Goals, Scope & Limitations

● Cryptographic Primitives
● Executable
● Easy to use
● Syntax checkable
● Compiles to several formal languages
● Not a new formal language
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hacspec speclib

● Machine integers
○ uint32_t

● Modular arithmetic
○ natmod_t(p)

● Vectors & Matrices
○ vector_t(nat_t,10)



hacspec speclib

Refinements

index_t =
  refine_t(int,
    lambda x: x < 16 and x >= 0)



hacspec speclib

Contracts

@contract(
lambda input, l: True,
lambda input, l, res:
        array.length(res) == l

)



Architecture



Architecture -- The Spec



Architecture -- Python Runtime
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Architecture -- F* Compiler



F* Compiler



Example



Poly1305

p := 2^130-5
r := clamped key

for i=1 upto ceil(msg length in bytes / 16)
   n = (msg[((i-1)*16)..(i*16)] | [0x01])
   a += n
   a = (r * a) % p
   end



Poly1305 - hacspec

p = nat((2 ** 130) - 5)
felem_t = natmod_t(p)

def poly(text:vlarray_t(felem_t),
         key:felem_t) -> felem_t:
  result = natmod(0,p)
  for i in range(array.length(text)):
    result = key * (result + text[i])
  return result



Poly1305 - F*

let poly (text:vlbytes_t)(r:felem_t):felem_t =
  let acc = felem 0 in
  let acc = repeati (array_length blocks)

(fun i acc ->
  (acc +. (encode blocks.[ i ])) *. r) acc in

  acc



Tested specs



Some issues

● Another compiler is needed
● Proofs might get harder
● Performance



Summary

● hacspec language
○ Testable
○ Easy to use

● Tooling available
○ Type checking
○ Compiler to formal languages



Come and help us

● Promote and use hacspec in specifications
● Give us feedback on the language and tooling

https://hacs-workshop.github.io/hacspec/
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